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There exist many criminal gangs who attempt to extract money from you, or any unwary internet users. The ways
and means which they attempt to do this, are many and varied.

The methods these criminals use varies from ransomware to hijacked websites, and everything in-between.

Recently, we’ve seen a considerable number of “browser session hijackers” appearing. These are when you hit a
page in your web browser, or even an ad on a web page just “take over” the web browser. It doesn’t matter if you
use Internet Explorer, Microsoft Edge, Firefox, Chrome or Safari — these gangs have special code they detect the
browser with, then send you to a page especially written to hijack that browser.

How do you know you’ve been hijacked?

Typically, the browser window opens to 100% of your monitor size and opens a dialog window with a message and
can even start playing a looped audio file telling you that your computer has been “locked”. Common tactics are to
claim to law enforcement — often the FBI or the CIA. The screen will often claim that you’ve been caught visiting
some nefarious website, downloaded some illegal pornography, or have engaged in criminal activities. More recent
variations claim that there is a problem with your Microsoft Windows license and pretend to be from Microsoft.

A couple of examples of just such a browser locker can be found here:

YOUR BROWSER HAS BEEN BLOCKED

Your browser has been blocked up for safety reasons listed below.

You have been subjected to violation of Copyright and Related Rights Law
{(Video, Music, Software) and illegally using or distributing copyrighted
contents, thus infringing Article 148, also known as the Copyright of the
Criminal Code of United States of America. Aricle 148 ofthe Criminal Code
provides for a fine of twa to five hundred minimal wages or a deprivation of
liberty for two to eight vears.

You have been viewing or distributing prohibited Pornographic content. Thus
vinlating Article 161 ofthe Criminal Code of United States of America, Adicle 161
ofthe Criminal Code provides for a deprivation of liberty for four to taelve vears.

llegal access has been initiated from your PC with ought your knowledge or
consent, your PC may be infected by malware, thus you are violating the law
on Meglectiul Use of Personal Computer. Articles 210 ofthe Criminal Code :
provides for a fine up to $100,000 andior deprivation of liberty for four to nine Location:™" = "7 o
YEArS,

Pursuantto the amendment to Criminal Code of United States of America of
hay 28, 2014, this law infingement (if itis not repeated - firsttime) may he

considered as conditional in case you pay the fine ofthe States.

Reload
To unlock your browser and to avoid other legal consequences, you are

obligated to pay a release fee of $300. Payable through VaniflaReload you

have to purchase VaniiaReload card, load it with $300 and enter the code). Enter Wanilakeload code here Amount
You can buy the code at any shop or gas station. VanillaReloadis available at

the stores nationwide.

How do | unblock the browser using the YanillaReload? [ ]
1. Find a retail location nearyou.

—— —

Figure 1 FBI Browser Lock Screen
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Your Location:
Operating System: Wil

You are accused of viewing/storage and/or dissemination of banned pomography (child
pornography/zoophilia/rape etc). You have violated Yorld Declaration on non-proliferation of
child pomography. You are accused of committing the crime envisaged by Article 161 of United
States of America criminal law.

Article 161 of United States of America criminal law provides for the punishment of deprivation of
liberty for terms from 5 to 11 years.

Also, you are suspected of violation of “Copyright and Related rights Law” (downloading of pirated
music, video, warez) and of use and/or dissemination of copyrighted content, Thus, you are
suspected of violation of Article 148 of United States of America criminal law.

Article 148 of United States of America criminal law provides for the punishment of deprivation of

Remaining time: 47:58:40
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Voucher NO/PIN

How do | unblock the browser using the MoneyPak?

1. Find a retail location (DUANEreade, Walgreens, 7
Eleven, CVS or Rite Aid Pharmacy, Family Dollar, Kroger,
Circle ¥, RadioShack, KMart, Dollar Tree, Speedway,
InComm, Fred Meyer, Ralphs, Food4lLess, Foods Co, LIl
Cricket, Smith's, HEB, Fry’s, FRED'S, Plumb’s valu - rite
foods, Kum&Go, Chevron, Quik Stop, Stripes, VALERO,
SUNOCO, Kangaroo Express, Colnstar-EPS) near you.

2. Look for a MoneyPak in the prepaid section. Take it to
the cashier and load it with cash.

3. To pay fine you should enter the digits MeneyPak
resulting pass in the payment form and press “Settle
MoneyPak’.
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Figure 2 Interpol Browser Lock Screen

An annoying feature of these browser lock-screens is that it can come back even after a reboot of your computer.
This seemingly adds weight to the claim that the authorities have taken over your computer, but instead it is just a
feature within the browser. Most modern browsers will attempt to reload the page they were on if they crash or are
terminated un-expectedly. This can include using the windows task manager to kill the process.

So now you know how to identify a fake browser hijacker, how do you get rid of one that might have taken over your
browser?
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You must kill your browser, but these crafty programmers have a way of making the page come back when you re-
open the browser, so — how do | prevent this browser window from coming back?

First, you have to access the task manager. You can do this in one of two ways:

Method One:

1. Hold down CTRL and ALT and the Delete keys at the same time — sometimes called CTRL-ALT-DELETE. Select
‘Task Manager’

Figure 3 CTRL - ALT - DELETE
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2. Now select: “Task Manager”

Sign out

Task Manager

Figure 4 Select "Task Manager"
Method Two:

If you cannot access Task Manager using Method One — right-click on the task bar in a blank space (not on a
program name) — alternatively right-click on the Windows Icon in the bottom left, or Cortana “type to search”
box — again, select Task Manager.

1. Right Click on your task bar.
2. Click on Task Manager. o sk Vit inion

3. If you cannot see Task  Show Pecple on the taskbas
Manager, please try again -
right-click on the Cortana entry
box, or on the windows icon in
the bottom left of your task bar,
in Windows 10, you can even
right-click on the clock.

Show Windows Ink Workspace button

Show touch keyboard button

Cascade windows

Show windows stacked

Show windows side by side

Show the desktop
k Task Manager

v Lock all taskbars

$¥ Taskbar settings

11/5/2018

Figure 5 Select "Task Manager"
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Now you have the task manager open — click on your browser program to select the task — then click “End Task”
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Figure 6 Click on your Browser (Edge, Firefox, Explorer) - then click "End Task"

Once your Browser has been closed, you need to open a clean browser

To restart your browser into a clean session — you do this by clicking your browser icon while holding down either the
SHIFT key, or the CTRL key. Each browser is different. If you get the wrong one, repeat the task manager kill process,

try again with the other.

Finally — for Microsoft Edge, there is a foolproof method of starting it with no pages loading. Hold the Windows Key

and R —Win-R.

When the ‘Run’ menu opens — type: explorer.exe microsoft-edge:about:blank

—

Open:

L e

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you,

explorer.exe microsoft-edgerabout:blank v

QK Cancel Browse...

Figure 7 Hit CTRL-R to open the Run box, then type explorer.exe microsoft-edge: about:blank

Once your blank windows is opened — close the window, and then open edge once more. It will open without the

problem window.
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